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26.15. Remote authorisation

Function added in version 4.01, overhauled to current form in version 5.05

mSupply has features to allow various types of transactions to be authorised within the application
before they affect stock so that supervisors can make sure the transactions are correct (see the
26.14. Authorisation page for details).

Remote authorisation allows supervisors to authorise Response requisitions via a web app, so
that they can participate in the authorisation process without having to login to mSupply. The process
described below uses a supplier and customer store in the same mSupply installation but it can work
with stores in different mSupply installations using mSupply Link.

- Only response requisitions (those made in response to request requisitions, called
| internal orders - see the 6.04. Ordering from one store to another page for details, can be
' remotely authorised). Other requisition types or response requisitions made manually
can not be remotely authorised.

When an authorisation request is made, authorisers receive an email containing a link to the web app.
When the authoriser logs in, they are shown all pending authorisations which they can then do any of:

e Approve
e Edit and approve
e Deny

Authorisation by masterlist/vertical program

In the remote authorisation module authorisers can only authorise the requisition lines which belong
to items on the master list they are able to authorise for.

A masterlist can be used to represent a vertical program so this method can also be thought of as
authorisation by vertical program.

Authorisers can also be set up with auto-authorisation, where transactions will automatically be
authorised if the user has not approved or denied the transaction before the set auto-authorise
period has elapsed.

Setup

Turn on remote authorisation
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For the store receiving requisitions that must be authorised

Remote authorisation must be turned on for each store separately. This means that, in the same
datafile, some stores can use it while others do not. You turn it on for a store in the store's
preferences:

1. Choose Special > Show stores from the menus.
2. Double click the store to edit.
3. Click on the Preferences tab.

4. Check the Use remote authorisation for response requisitions checkbox to turn remote
authorisation on for that store.
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5. Click the OK button to save the changes.

For the store placing a requisition that must be authorised

1. Choose Special > Show stores from the menus.
2. Double click the store to edit.
3. Click on the Preferences tab.

4. Check the Include requisitions from this store in suppliers' remote authorisation processes
checkbox to turn remote authorisation on for that store.
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5. Click the OK button to save the changes.
From now on, response requisitions produced from internal orders from this store must be authorised

before being confirmed.

Set up authorisers
Set up the user accounts and details
All authorisers must have an account in mSupply. See the 25.15. Managing users page for details

about adding and editing users.

To allow a user to login to the remote authorisation web app as an authoriser you must check their
Use web authorisation system checkbox on the General tab of their details window:

Edit user

User |Sussal

Permissions  Permissions (2)  Permissions (3)  Login rights  Details

15 a member of = Nare B User can:
Password | ] Login as Desklop user
Use the Dashboard
Confirm Passward ) : :
Receive email notiflications
Active | Use wel authorisation system ]
Can be responsible officer |
User Initials
Signature
Langeage English B
LDAP

Login using LOAP

LDAR logim string
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You must also enter their email address on the Details tab of their details window:

Edit user

User Sussal

Cenaral Permissions Permissions (2) Permissions (3) Login rights m

Full name
First name Last name Date af birth |00/00/00
Dates

Dare created 0070000 Dare left 00/00/00

Contact details

Address 1 Fhone 1 Emall [here@there.com ]

Address 2 Fhone 2 Juty title

This will enable them to receive emails when a requisition is awaiting their approval.

The user must also be assigned to one store as a “default’
login. This is needed for the login to the web portal to work.

[ ] Add new users
User Sussol

General Permissions Permissions (2} Permissions (3) Open mSupply permissions Motifications Login rights  Details

Complax search Togghe all in selection

Name Is disabled Default store Can login
s 8 v o |
Angalica Store
Antony Bandrass Concern
Arsnal FC Heahth Post
Aston Mastin Stare

Attantic Casing Store
Best Dispensary

BGN Bargram clinag

Bill gates store
Birendra Store
Buhimham Palace Store
Camden Hospital
Camiford health Centre
Camford Hospital
Camforf Clinic

Camila Stare

Camper park Health Post
Camper park hospital
Camper Park Siore
Canverse Heath Post
Canverse Hospital

Canverse St

Assign the users as authorisers

After the user accounts have been setup, you can assign them as authorisers. To do this choose
Special > Show authorisers from the menus. This window will open:
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L L Authoriser llst
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Sussol LAE
Benedict LAE

Lses auio

& | |
poroval leve Authaniabion
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Auto authorisation
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The window shows a list of the users who are currently setup as authorisers in the system; if none

have been set up then the list will be empty.

Delete button: Select an authoriser in the list and click the Delete button to remove the user as an
authoriser. This does not remove or disable their user account or prevent the user from logging into
the authorisation web app, it only removes their ability to act as an authoriser.

New button: Click on the New button to assign a user as an authoriser. This window will open:

[ ] [ ] Authoriser

Authoriser
Master list
Uses autn authorisation

Auto authorisatson period (days) i ]

Approval level o
Srore approval

Siore Code Requesting sIore name
CEM General

Allow o authorise existing pending reqguisitions

Bctive

Can approve

concel (D
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e Authoriser: Enter the name of the user here. Type the first few characters of their username
and press the Tab key on the keyboard to select the user from a list of users with usernames
that start with what you have typed.

e Master list: Enter the name of the master list containing the items that the user can authorise.
Type the first few characters of the master list's name and press the Tab key on the keyboard
to select it from a list with names that start with what you have typed. The user will only be able
to authorise lines on requisitions for items that appear on the master list you select here.

¢ Uses auto-authorisation: If this is checked then, after the number of days set in the Auto-
authorisation period (days) field, any requisition lines that are waiting for authorisation by
this user will be automatically authorised.

o Auto-authorisation period (days): The number of days after which any requisition
lines waiting for authorisation by this user will be automatically authorised by the system.

e Active: This is checked by default. If this is checked then the user's assignment is active and
they can act as an authoriser. If it is not checked then the user cannot act as an authoriser. This
is useful when an authoriser is to be removed as an authoriser for a period of time and then
added back in again e.g. when they go away on holiday.

e Store approval: This is not checked by default. If this is checked, you can set the rule to only
need approval if the request comes from the stores checked in the list. If store approval and no
masterlist is set, then all items for the requisition need approval. If masterlist and store
approval are both set, then only require approval if from the requesting store and if the item is
part of the masterlist. A request from facility (not a store) can also be included by adding a tag
“remoteAuthorisation” in the name.

Click on the OK button to save the new assignment or the Cancel button to cancel it.

Editing an authoriser assignment: Double-clicking one of the users in the list will allow you to edit
the assignment; the 'Add assignment' window shown above will open, populated with the current
settings for the user. Edit the settings to be what you wish and click on the OK button to save your
changes..

more master lists. Pref > Misc > If an item belongs to multiple master lists and

i i There is a preference to allow authorising an item only once, even if it is part of two or
authorisers, only one authorisation is required.

Enable emailing of authorisers

When a requisition is created that requires one or more lines to be authorised, the appropriate
authorisers are emailed to tell them that a requisition requires their attention in the authorisation web

app.
To set up the emailing:

e Set up the email server in the preferences. This is done on the Email tab of File > Preferences.
See the 15.01. General preferences page for details on that.

e Tell mSupply what the URL of the remote authorisation web app is. You do that on the Server
tab of File > Preferences. See the 15.01. General preferences page for details.
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The email address to send the emails to is taken from that given in the Details tab of the user's
details page (see the Setup the user accounts and details section above).

Using the remote authorisation system

Requesting authorisation

You do not need to request the authoristion of a requisition. When the remote authorisation system is
turned on as described above, when a requisition that requires authorisation is confirmed, an
authorisation request is automatically emailed to all active authorisers who are assigned to authorise
a master list containing any of the items on the requisition.

The only types of requisition that can be authorised using remote authorisation are response
requisitions created automatically in the supplying store in response to an internal order (internal
orders are also called request requisitions). See the 6.04. Ordering from one store to another page for
details on internal orders.

To action an authorisation request they have received by email, an authoriser logs into the remote

authorisation web app.

The authorisation statuses of requisitions

When the remote authorisation system is turned on, the list of customer requisitions, displayed by
choosing Customer > Show requisitions from the menus, has an extra Authorisation status column
and some additional filter options:

[ ] £ Aeguistion list
El s o I: L hirw 4: i
- _‘ New *t_l — R e e vl
] Confiomed L
I Hame Dare eatered  Reguisdion due  Saaous Twpe "'":'::: __::'_I::dr_ e
1541 Latoratany Sioee 2880030 FLTE TR ER [ regonse | authoriusd Wely eraries - 10 be processed
1542 Lasoratory Stoee MY ZE9M021 5 respomse | auhoripgd  Eniered tade
1541 |Lasrarnry Stoee 2aparzl| 28972021 s respoase | auhorieq SIS
154 Libeatnry Sleve 28709/ 102Y 260972021 sg reiposss | authoriued oSt requeet Feguitition 1
1513 Ahmadu Beflc Univeruity Teaching Haspital JEMA9703 1 ™ rewzoTae nOne
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1532 | Aueal heaginal haskrgi 03973021 o rEpoase | o
1531 Prmany Health Cantra, Jare iEd TS o rripoais | none HCS
1%249 Primary Heafth Cerire, Ramn ura 021a8r2021 o= rewgoese | rore
1537 Ceseral Haspital Sabon Tasha OZMa9/0TL L] rEpOasE | O
1529 Barau Diho Teaching Hospiad haduaa OZMaf0zL ¥ TEMEOA5E
153 Careral Haspital Lawo 018973031 2 rezoase | rors
1522 Kadena State Primary _ care Dewbopmen: Board 1088 1021 S0/38/2021 o= rewgonse | rore
1521 Healkh Chnic, Lazuru 27/l 273801 L] rEpuase
15H) Peimary Health Centre, Gan 278NN 2T ME/202L il reigosse
1%19 Primary Health Cerndrs, Oan Albagi 1 Fra PFL JTagidndl m reyEOTNe
Dieasbis £lick an rem b adil delaiki “

If you open a response requisition when the remote authorisation system is turned on, you will see
the requisition's authorisation status and two additional columns:

e Approved quantity: the quantity that was approved by the authoriser. The authoriser can
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change the quantity allowed on the requisition so the approved quantity might be different from
the requested or calculated quantites.
e Authoriser comment: any comment that the authoriser added to the requisition line.

This screenshot shows where you can find them:
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There is also an additinal Authorisation tab on these requisitions, which shows the authorisation
history of the requisition:
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This particular screenshot shows that two authorisers have been requested to authorise lines on this
requisition.
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The authorisation status can have a few different values:

* None: the requisition does not need authorisation and is not subject to the remote
authorisation system. This is true for all manually created response requisitions and any
requisitions of other types (customer stock history, imprest or request). All requisitions with this
status can be edited normally and customer invoices can be created from them as normal.

e Pending: the requisition is awaiting authorisation of one or more of its lines. A requisition with
this status cannot be edited and you cannot create customer invoices from it.

e Authorised: all lines that were waiting for authorisation have been authorised (with or without
adjustments). The comments and quantity to supply can be edited and customer invoices can
be created from requisitions that are authorised.

e Denied: the authoriser has reviewed the requisition and the lines have all been denied. Like
the Pending status, a requisition with this status cannot be edited and you cannot create
customer invoices from it.

Authorising using the web app

When an internal order is finalised and contains items in master lists that are assigned to users for
authorisation then an email is sent to all the users who are set as authorisers for those items. The
email looks like this:

L7 Get Mussages ~  # write ) chat  [&] Address Book Ty Tag ~ =

From remote@sussal.nst Gneply | W Reply Al v | b Forward  SArchive  @jJunk [iDelete | Mors v Radinsct

o ect mSupply Pending Authorisation 12:49

To gary@sussolnet
Hella Jane Smith,

Please login to the website to view your pending authorisation: htips://localhost:B888/authorisation

The link in the email is to the web app they need to log in to action the authorisation request. The URL
is in the format server:port/authorisation; for example,
https://demo.msupply.org:2048/authorisation.

When they click on the link (or paste it into their browser), authorisers are shown the login page
where they login using their mSupply username and password:
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mSupply Authorisation

Admin =

T E

Once logged in, the authoriser can see all pending (and previous) authorisation requests.

mSupply Authorisation Jane Smith  LoGour
Invoice Number Master List Store Receiving Party Status Status Date
1544 LAB Central Medical Slore Laboratory Siore Pending 06110721, 12:49:47
1543 LAB Contral Maedical Store Labaratary Store Authorised by another authoriser 04/10,27, 08:35:08

Note that only requisitions with a staus of Pending are editable in the web app. Any other status
means that the requisition has already been processed, either by you, another authoriser or
automatically by the system if the auto-authorise period for an authoriser has passed, and it is no
longer editable.

To finish the authorising session and logout, click on the Logout button. This will log the user out and
return them to the login window.

To view a requisition, click on it in the list. The requisition details window will open:

mSupply Authorisation Jane Smith  LoGouT

- Irvaice Number: & Authorisation Comment
Emier quaniity im: unite B0 packs
For lines anly e wnits D doses
Line ltem T T Supplier Cusiomer Suggested Customer Regquest Default Customer Authoriser  Authoriser
Wumber Code S0H S0H Quantity AMC  Commant Pack Size Requested  Quantity Commant
1 17795 Oxytocin 10w/ml, 1mi Injection.  amg 0 ) 0 0 1 5 o B
BLCG (Bacilluis Calmette G )
7 beg (Baciluis Calmette Guern) ) ] o o o 1 10 0
Waccing
DEMY SET AUTHORISER QUANTITY TO REQUESTEDR APPROVE WITH CHANGES
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This is a simplified view to make reviewing easier. To see all the details of the requisition, click on the
down arrow highlighted in red and more details will be shown like this:

nSupply Authorisation Jane smith ~ LRGOUT

L o l:-'-\l Invoéce Mumbses: & S I:‘;/
-
Enter quantity in: unis packs
Status:  Panding )
Stare: General warehouse For vaccine lines only show/enter: units doses
Receiving Pary:  Laboraiory siore
Master List FOMS
Status Date: 0318
Comment:  From nequest reguisition 4
Line  item —r— T Supplier Custamer Swggested Customer Reguest Drefault Customer  Authoriser  Authoriser
Humber Code E0H EOH Quasntity AMC  Commaendt Pack Size Requested  Cuartity Commaent
e
1 17Tas Qytacin 10iuml, 1mi injectian amp 1} a 0 0 1 5 @ 0 I,‘_H:ﬂ
7 bogy :r_n, ::'}'%:cllll. 5 Calmatte Guenn) vial 0 0 1 P 1 0 0
— -
|Ll:_‘_l DENY SET AUTHORISER QUANTITY TO REQUESTED APPROVE WITH CHANGES ;:-.J

1. Click on this arrow to go back to the list of requisitions.

2. Enter any authorisation comment for the whole transaction. When saved, this comment will
appear in the Comment column of the Authorisation tab on the requisition in mSupply.

3. Click on the Enter quantity in units/packs slider to choose whether you enter the Authorised
Quantity column values in units or default pack size packs. The For vaccine lines only
show/enter units/doses slider only shows if a vaccine item is on the requistion for approval.
The position of this slider affects all vaccine item lines on the requisition ONLY. The units/packs
side of the slider will show what is selected in the Enter quantity in slider. If the slider is in the
doses position then all vaccine lines will show quantities in doses in the Supplier SOH, Customer
SOH, Suggested quantity, Customer AMC, Default pack size, Customer requested and Authoriser
quantity columns. If it is in the units/packs position then it will show units or packs in those
columns, just the same as the non-vaccine lines.

4. Edit the quantities for each line that you are able to authorise in these cells. Note that not all
lines of the requisition are displayed in this window. Only the lines that the user can authorise
are shown (i.e. those that are for items that appear in the master list the user can authorise
for). The quantities you enter in this column will be taken as units, packs or doses, depending
on the positions of the sliders in 3.

5. Click on this icon to view, add or edit the line authorisation comment. When you click on it, this
window will open:

View/Edit Comment

CANCEL SAVE COMMENT

If there is a comment for the line already, it will be populated for you. You can edit the comment
(or add one) and click on the Save comment button to save your changes. Click on the Cancel
button to close this small window without saving any changes. Any comment that is saved here
will appear in the Authoriser comment column on the requisition details window in mSupply.

6. Click on this button to deny approval of all the requisition lines shown. This will deny the whole
requisition and will mean that it cannot be processed in mSupply. This and the Approve with
changes button will be disabled when the changes have been saved.
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7. Click on this button to quickly set all the Authoriser quantity column values to what was
requested i.e. the Customer Requested column values. A handy shortcut to speed up the
authorisation process if all or most of the lines are to be approved with what was requested.

8. Click on this button to approve all the requisition lines shown. This will save any changes you
have made to the approved quantities. This and the Deny button will be disabled when the
changes have been saved.

If a requisition is open in mSupply, it is locked and changes cannot be saved. If you click
/1 onthe Approve with changes or Deny buttons and the buttons do not become

&% disabled then the changes were NOT saved. You will need to wait until the requisitions
have been closed in mSupply before you can save your changes.

When a requisition has been approved or denied by an authoriser, its details and authorisation status
will be updated in mSupply. If all the lines awaiting authorisation have been authorised then the
requisitions's status will be updated to Authorised and the requisition will be able to be processed as
normal.
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